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Abstract: Phishing is an enduring and highly 

effective security threat that poses significant risks to 

both individuals and targeted brands, underlining the 

critical need for effective detection and prevention 

mechanisms. Comprehensive Review of Detection 

Methods**: The project aims to conduct a thorough 

examination and evaluation of the current state of 

phishing website detection. It strives to provide a 

comprehensive understanding of existing detection 

methods and their effectiveness. The project involves 

a detailed analysis of various detection methods 

categorized into list-based, similarity-based, and 

machine learning-based approaches. It also delves 

into the datasets used to evaluate these methods, 

providing insights into their strengths and 

limitations.The project sheds light on existing 

research gaps within the field of phishing website 

detection, identifying areas that require further 

investigation and development to enhance the 

efficacy of detection approaches.The project's include 

a Voting Classifier( MLP+XGB+Decision tree 

classifier ), for enhanced phishing websites  detection 

. A user-friendly Flask framework with SQLite 

integration facilitates signup and signin for user 

testing, ensuring practical usability in cybersecurity 

applications. 

Index terms -Phishing, security threat, phishing 

website, phishing detection, URL, blacklists, machine 

learning, page similarity, datasets, social 

engineering. 

1. INTRODUCTION 

Phishing is a dangerous security threat that exploits 

sophisticated psychological and social engineering 

techniques to trick individuals into clicking links of 

malicious websites and submit highly valuable 

sensitive information, such as personal or corporate 

information and account credentials. Phishing attacks 

[7, 8, 10, 14, 24] are far from being technologically 
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complex and their deployment requires little effort. 

Nevertheless, they are generally very effective. 

Attackers create wellcrafted phishing websites with a 

look and feel of the legitimate sites they are trying to 

impersonate, thus making it very challenging for 

individuals to identify phishing sites. In addition, to 

avoid being detected, attackers have refined over the 

years their tactics and evasion techniques, as 

demonstrated in [1].  

Phishing attacks have several direct and indirect 

impacts. They affect the individuals being phished, 

whose identity and accounts might be compromised, 

thus leading to money being stolen as well as to a 

potential crisis of trust towardsonline services. These 

attacks also affect the companies and organizations 

being impersonated, whose brands might be abused, 

thus leading to potential data breaches, financial 

losses and reputation damages.  

A study by Enisa [2] reveals that phishing attacks are 

among the most common cyber incidents European 

smallmedium enterprises are likely to be exposed to. 

In the Cybersecurity threat trends report [3] Cisco 

suggests that in 2020 phishing accounts for around 

90% of data breaches. Moreover, 86% of 

organizations had at least one user try to connect to a 

phishing site. In fact, as discussed in [4], individuals 

tend to fall prey of phishing attacks especially 

because of the insufficient attention paid in assessing 

the legitimacy of a website and the lack of 

appropriate education. According to the Phishing 

activity trends report [5] by Anti-Phishing Working 

Group (APWG), the total number of phishing 

websites observed in the first quarter of 2022 exceeds 

one million. 

In the years, the detection of phishing websites has 

been widely investigated and a large body of the 

literature has addressed this challenging problem. 

Our survey aims at providing a broad and 

comprehensive review of the state of the art in the 

area of phishing website detection by focusing on the 

most relevant solutions proposed in the literature. 

To gain the trust of the individuals, attackers make 

the link and website appear legitimate using various 

tricks, such as typosquatting and combosquatting 

techniques. For example, they craft the patterns of the 

Uniform Resource Locator (URL) – shown in address 

bar of the browser – by inserting unnecessary 

punctuation marks (e.g., dash), misspelled words 

(e.g., paymet) or specific words (e.g., brand name 

being targeted) in incorrect positions. Sometimes, 

attackers replace English characters with identical 

looking characters from different alphabets. In fact, 

although malicious sites might be hosted on 

compromised servers, attackers might choose to 

register specific domains with appropriately crafted 

names. Moreover, attackers tend not to use phishing 

URLs multipletimes due to the low cost of generating 

new ones, thus making the detection of phishing 
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websites even more challenging. Let us recall that a 

URL [11, 12] is a human-readable string of 

characters – parsed by client programs in a standard 

way – uniquely identifying a resource on the web [6]. 

2. LITERATURE SURVEY 

Phishing is a critical threat to Internet users. 

Although an extensive ecosystem serves to protect 

users, phishing websites are growing in 

sophistication, and they can slip past the ecosystem’s 

detection systems—and subsequently cause real-

world damage—with the help of evasion techniques. 

Sophisticated client-side evasion techniques, known 

as cloaking, leverage JavaScript to enable complex 

interactions between potential victims and the 

phishing website, and can thus be particularly 

effective in slowing or entirely preventing automated 

mitigations. Yet, neither the prevalence nor the 

impact of client-side cloaking has been studied.In this 

paper [1], we present CrawlPhish, a framework for 

automatically detecting and categorizing client-side 

cloaking used by known phishing websites. We 

deploy CrawlPhish over 14 months between 2018 

and 2019 to collect and thoroughly analyze a dataset 

of 112,005 phishing websites in the wild. By adapting 

state-of-the-art static and dynamic code analysis, we 

find that 35,067 of these websites have 1,128 distinct 

implementations of client-side cloaking techniques. 

Moreover, we find that attackers’ use of cloaking 

grew from 23.32% initially to 33.70% by the end of 

our data collection period. Detection of cloaking by 

our framework exhibited low false-positive and false-

negative rates of 1.45% and 1.75%, respectively. We 

analyze the semantics of the techniques we detected 

and propose a taxonomy of eight types of evasion 

across three high-level categories: User Interaction, 

Fingerprinting, and Bot Behavior.Using 150 artificial 

phishing websites [30, 36, 38], we empirically show 

that each category of evasion technique is effective in 

avoiding browser-based phishing detection (a key 

ecosystem defense). Additionally, through a user 

study, we verify that the techniques generally do not 

discourage victim visits. Therefore, we propose ways 

in which our methodology can be used to not only 

improve the ecosystem’s ability to mitigate phishing 

websites with client-side cloaking, but also 

continuously identify emerging cloaking techniques 

as they are launched by attackers. 

Phishing was a threat in the cyber world a couple of 

decades ago and still is today. It has grown and 

evolved over the years as phishers are getting creative 

in planning and executing the attacks. Thus, there is a 

need for a review of the past and current phishing 

approaches. A systematic, comprehensive and easy-

to-follow review of these approaches is presented 

here. The relevant mediums and vectors of these 

approaches are identified for each approach. The 

medium is the platform which the approaches reside 

and the vector is the means of propagation utilised by 

the phisher to deploy the attack. The paper [7] 
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focuses primarily on the detailed discussion of these 

approaches. The combination of these approaches 

that the phishers utilised in conducting their phishing 

attacks is also discussed. This review will give a 

better understanding of the characteristics of the 

existing phishing techniques which then acts as a 

stepping stone to the development of a holistic anti-

phishing system. This review creates awareness of 

these phishing techniques and encourages the practice 

of phishing prevention among the readers. 

Furthermore, this review will gear the research 

direction through the types of phishing, while also 

allowing the identification of areas where the anti-

phishing effort is lacking. This review will benefit 

not only the developers of anti-phishing techniques 

but the policy makers as well. 

Internet technology is so pervasive today, for 

example, from online social networking to online 

banking, it has made people’s lives more 

comfortable. Due the growth of Internet technology, 

security threats to systems and networks are 

relentlessly inventive. One such a serious threat is 

“phishing”, [44, 45, 46, 47] in which, attackers 

attempt to steal the user’s credentials using fake 

emails or websites or both. It is true that both 

industry and academia are working hard to develop 

solutions to combat against phishing threats. It is 

therefore very important that organisations to pay 

attention to end-user awareness in phishing threat 

prevention. Therefore, aim of our paper is twofold 

[8]. First, we will discuss the history of phishing 

attacks and the attackers’ motivation in details. Then, 

we will provide taxonomy of various types of 

phishing attacks. Second, we will provide taxonomy 

of various solutions proposed in literature to protect 

users from phishing based on the attacks identified in 

our taxonomy. We conclude our paper discussing 

various issues and challenges that still exist in the 

literature, which are important to fight against with 

phishing threats. 

In the era of electronic and mobile commerce, 

massive numbers of financial transactions are 

conducted online on daily basis, which created 

potential fraudulent opportunities. A common 

fraudulent activity that involves creating a replica of 

a trustful website to deceive users and illegally obtain 

their credentials is website phishing. Website 

phishing is a serious online fraud, costing banks, 

online users, governments, and other organisations 

severe financial damages. One conventional approach 

to combat phishing is to raise awareness and educate 

novice users on the different tactics utilized by 

phishers by conducting periodic training or 

workshops. However, this approach has been 

criticised of being not cost effective as phishing 

tactics are constantly changing besides it may require 

high operational cost. Another anti-phishing approach 

is to legislate or amend existing cyber security laws 

that persecute online fraudsters without minimising 

its severity. A more promising anti-phishing 
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approach is to prevent phishing attacks using 

intelligent machine learning (ML) technology. Using 

this technology, a classification system is integrated 

in the browser in which it will detect phishing 

activities and communicate these with the end user. 

This paper [9] reviews and critically analyses legal, 

training, educational and intelligent anti-phishing 

approaches. More importantly, ways to combat 

phishing by intelligent and conventional are 

highlighted, besides revealing these approaches 

differences, similarities and positive and negative 

aspects from the user and performance prospective. 

Different stakeholders such as computer security 

experts, researchers in web security as well as 

business owners may likely benefit from this review 

on website phishing. 

Malicious URL, a.k.a. malicious website, is a 

common and serious threat to cybersecurity. 

Malicious URLs host unsolicited content (spam, 

phishing, drive-by exploits, etc.) and lure 

unsuspecting users to become victims of scams 

(monetary loss, theft of private information, and 

malware installation), and cause losses of billions of 

dollars every year. It is imperative to detect and act 

on such threats in a timely manner. Traditionally, this 

detection is done mostly through the usage of 

blacklists. However, blacklists cannot be exhaustive, 

and lack the ability to detect newly generated 

malicious URLs. To improve the generality of 

malicious URL detectors, machine learning 

techniques have been explored with increasing 

attention in recent years. This article [11] aims to 

provide a comprehensive survey and a structural 

understanding of Malicious URL Detection 

techniques using machine learning. We present the 

formal formulation of Malicious URL Detection as a 

machine learning task, and categorize and review the 

contributions of literature studies that addresses 

different dimensions of this problem (feature 

representation, algorithm design, etc.). Further, this 

article provides a timely and comprehensive survey 

for a range of different audiences, not only for 

machine learning researchers and engineers in 

academia, but also for professionals and practitioners 

in cybersecurity industry [9, 45], to help them 

understand the state of the art and facilitate their own 

research and practical applications. We also discuss 

practical issues in system design, open research 

challenges, and point out some important directions 

for future research. 

3. METHODOLOGY 

i) Proposed Work: 

The project comprehensively reviews phishing 

detection, emphasizing list-based, similarity-based, 

and machine learning approaches, discussing 

methods, datasets, challenges, and emphasizing the 

significance of textual properties and human factors. 

It advocates integrating AI and machine learning [11] 

to bolster detection, promoting collaboration for 
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knowledge exchange, and highlighting the essential 

role of education and awareness in preventing 

phishing effectively.The project extends its 

capabilities with a sophisticated Voting Classifier, 

combining MLP, XGBoost, and Decision Tree 

Classifier, enhancing the accuracy of phishing 

website detection. This ensemble method 

demonstrates improved performance by leveraging 

the strengths of diverse classifiers. To ensure 

practical usability, the project integrates a user-

friendly Flask framework with SQLite, streamlining 

signup and signin processes for user testing in the 

realm of cybersecurity applications [9, 45]. This 

combination of advanced detection techniques and a 

seamless user interface enhances the overall 

effectiveness of phishing website detection. 

ii) System Architecture: 

The system architecture for detecting suspicious web 

pages typically involves a multi-layered approach 

that incorporates various detection methods, such as 

blacklisting, whitelisting, textual analysis, visual 

similarity comparison, and machine learning [11]. 

The goal is to accurately classify web pages as either 

legitimate or phishing. The architecture begins with 

the input of web pages that need to be evaluated for 

potential phishing. 

 

Fig 1 Proposed architecture 

iii) Dataset collection: 

Load the Phishtank and Curlie datasets into your 

project. These datasets likely contain information 

about URLs [11, 12], domains, and potentially other 

features related to phishing detection.As already 

discussed, blacklists and whitelists are populated 

using different approaches that take into account the 

behaviors of attackers as well as of the individuals. 

For the evaluation of these approaches, collections of 

phishing and legitimate websites taken from various 

sources are considered. For example, popular sources 

of malicious URLs are represented by PhishTank 

[35] – a community based phishing website reporting 

and verification system – and by the Safe Browsing 

lists provided by Google. Similarly, Alexa – a service 

providing top-ranked domains retired in May 2022 – 

and DMOZ – an open directory of the web 

discontinued in 2017 and now replaced by Curlie [36] 

– used to be the sources of benign URLs. 
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Fig 2 NSL KDD dataset 

iv) Data Processing: 

Data processing involves transforming raw data into 

valuable information for businesses. Generally, data 

scientists process data, which includes collecting, 

organizing, cleaning, verifying, analyzing, and 

converting it into readable formats such as graphs or 

documents. Data processing can be done using three 

methods i.e., manual, mechanical, and electronic. The 

aim is to increase the value of information and 

facilitate decision-making. This enables businesses to 

improve their operations and make timely strategic 

decisions. Automated data processing solutions, such 

as computer software programming, play a 

significant role in this. It can help turn large amounts 

of data, including big data, into meaningful insights 

for quality management and decision-making. 

v) Feature selection: 

Feature selection is the process of isolating the most 

consistent, non-redundant, and relevant features to 

use in model construction. Methodically reducing the 

size of datasets is important as the size and variety of 

datasets continue to grow. The main goal of feature 

selection is to improve the performance of a 

predictive model and reduce the computational cost 

of modeling [39]. 

Feature selection, one of the main components of 

feature engineering, is the process of selecting the 

most important features to input in machine learning 

algorithms. Feature selection techniques are 

employed to reduce the number of input variables by 

eliminating redundant or irrelevant features and 

narrowing down the set of features to those most 

relevant to the machine learning model. The main 

benefits of performing feature selection in advance, 

rather than letting the machine learning model figure 

out which features are most important. 

vi) Algorithms: 

Support Vector Machine (SVM) - SVM is a 

powerful supervised learning algorithm that is used 

for classification tasks. It finds an optimal hyperplane 

in a high-dimensional space to separate data into 

different classes. In phishing detection, SVM can 

effectively classify websites into phishing or 

legitimate based on features extracted from the URLs 

or webpage content. 
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Fig 3 SVC 

Random Forest -Random Forest is an ensemble 

learning algorithm that operates by constructing a 

multitude of decision trees during training and 

outputs the mode of the classes (classification) from 

individual trees. It's effective for phishing detection 

by aggregating predictions from multiple decision 

trees to determine if a website is phishing or not 

based on various features. 

 

Fig 4 Random forest 

 Logistic Regression -Despite its name, logistic 

regression is used for binary classification tasks. It 

predicts the probability that a given input point 

belongs to a certain class. In phishing detection, 

logistic regression models can be trained to determine 

the likelihood of a website being a phishing site 

based on specific features. 

 

Fig 5 Logistic regression 

K-Nearest Neighbors (KNN) -KNN is a simple and 

intuitive algorithm used for classification. It classifies 

a data point based on the majority class of its k-

nearest neighbors in the feature space. In phishing 

detection, KNN can assess the similarity of a website 

to known phishing or legitimate websites based on 

extracted features. 

 

Fig 6 KNN 

Decision Tree -A decision tree is a flowchart-like 

structure where each internal node represents a 
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feature, each branch represents a decision based on 

that feature, and each leaf node represents a class 

label. Decision trees can be trained to classify 

websites into phishing or legitimate based on features 

such as URL structure or content. 

 

Fig 7 Decision tree 

Adaboost - Adaboost (Adaptive Boosting) is an 

ensemble learning method that constructs a strong 

classifier by combining multiple weak classifiers. It 

focuses more on the difficult-to-classify instances, 

making it suitable for phishing detection by 

enhancing the classification of suspicious websites. 

 

Fig 8 Adaboost 

 Naive Bayes -Naive Bayes is a probabilistic 

classification algorithm based on Bayes' theorem with 

the assumption of independence between features. It 

is efficient and commonly used in text classification 

tasks. In phishing detection, Naive Bayes can predict 

the likelihood of a website being phishing or not 

based on extracted features. 

 

Fig 9 Naïve bayes 

Gradient Boosting -Gradient Boosting is an 

ensemble learning technique that builds a strong 

model by sequentially adding weak models. It aims to 

minimize the loss function. For phishing detection, 

gradient boosting can be employed to improve 

classification accuracy by combining weak learners. 
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Fig 10 Gradient boosting 

XGBoost -XGBoost (Extreme Gradient Boosting) is 

an efficient and scalable implementation of gradient 

boosting. It's known for its speed and performance in 

machine learning competitions. XGBoost can 

enhance phishing detection accuracy by building an 

ensemble of weak models. 

 

Fig 11 XGboost 

Convolutional Neural Network (CNN) -CNN is a 

deep learning model commonly used for image and 

pattern recognition. In phishing detection, CNN can 

analyze website content or visual elements to identify 

patterns associated with phishing. 

 

Fig 12 CNN 

Long Short-Term Memory (LSTM) -LSTM is a 

type of recurrent neural network (RNN) well-suited 

for sequential data analysis. In phishing detection, 

LSTM can be used to analyze the sequential nature of 

URL or webpage content to make predictions. 

 

Fig 13 LSTM 

Deep Neural Network (DNN) -DNN is a neural 

network with multiple layers between the input and 

output layers. It can capture complex patterns and 

features from the input data. In phishing detection, 

DNN can be used to process various features for 

effective classification. 

 

Fig 14 DNN 
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Multi-Layer Perceptron (MLP) -MLP is a class of 

feedforward artificial neural network. It consists of 

multiple layers of interconnected nodes, allowing for 

complex learning. In phishing detection, MLP can 

learn and classify based on extracted features. 

 

Fig 15 MLP 

Perceptron -A perceptron is a simple type of 

artificial neural network and serves as the foundation 

for more complex models. It's a linear binary 

classification model that can be used for basic 

phishing detection tasks. 

 

Fig 16 Perception 

Passive Aggressive -The Passive Aggressive 

algorithms are a family of online learning algorithms, 

often used for classification tasks. They work well in 

scenarios where data streams in and models need to 

adapt to changing patterns, potentially useful in 

evolving phishing detection scenarios. 

 

Fig 17 Passive aggressive 

Voting Classifier -The Voting Classifier is an 

ensemble method that combines the predictions of 

multiple base estimators (e.g., different models) and 

predicts the class label by majority voting. It can help 

enhance the overall classification accuracy in 

phishing detection by leveraging diverse models. 

 

Fig 18 Voting classifier 

 

http://www.pragatipublication.com/


      International journal of basic and applied research 

 www.pragatipublication.com 

ISSN 2249-3352 (P) 2278-0505 (E)   

Cosmos Impact Factor-5.86 

 

 

 

 

May 2024, Volume 14, ISSUE 2 

       Index in Cosmos 

    UGC Approved Journal 

 
 
 
 
  

 
 
 
 

Page | 408 
          

 

 
 
 

4. EXPERIMENTAL RESULTS 

Precision: Precision evaluates the fraction of 

correctly classified instances or samples among the 

ones classified as positives. Thus, the formula to 

calculate the precision is given by: 

Precision = True positives/ (True positives + False 

positives) = TP/(TP + FP) 

 

Recall:Recall is a metric in machine learning that 

measures the ability of a model to identify all 

relevant instances of a particular class. It is the ratio 

of correctly predicted positive observations to the 

total actual positives, providing insights into a 

model's completeness in capturing instances of a 

given class. 

 

Accuracy: Accuracy is the proportion of correct 

predictions in a classification task, measuring the 

overall correctness of a model's predictions. 

 

F1 Score: The F1 Score is the harmonic mean of 

precision and recall, offering a balanced measure that 

considers both false positives and false negatives, 

making it suitable for imbalanced datasets. 

 

 

Fig 19 Performance graph 

 

Fig 20 Performance Evaluation  
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Fig 21 Home page 

 

Fig 22 Signin page 

 

Fig 23 Login page 

 

Fig 24User input 

 

Fig 25 Predict result for given input 
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5. CONCLUSION 

The project thoroughly examines the current 

advancements and methodologies in detecting 

phishing websites. It aims to provide an in-depth 

understanding of the existing landscape of phishing 

detection. The project covers a wide array of 

detection approaches, shedding light on the diversity 

in techniques used to identify phishing attempts [40, 

41, 42]. Additionally, it discusses the datasets utilized 

for evaluation, providing insights into the empirical 

foundations of the field. Furthermore, it addresses the 

research gaps in phishing detection that necessitate 

further exploration. The project underscores the 

significance of feature selection, emphasizing the 

need to carefully choose features based on their 

individual strengths and weaknesses. It advocates for 

features that possess high discriminating power and 

align with attacker strategies. The Voting Classifier, 

an extension of the project, achieves an accuracy of 

85.65%, showcasing superior performance and 

robustness in the detection of phishing websites. The 

ensemble technique combines multiple classifiers, 

enhancing the overall effectiveness of the system in 

identifying various phishing tactics and improving 

generalization across diverse scenarios. Integration of 

a user-friendly Flask interface with secure 

authentication enhances the overall user experience 

during system testing. This ensures a practical and 

accessible environment for inputting data and 

evaluating the performance of the phishing detection 

system. The Flask interface simplifies the testing 

process and contributes to a seamless user interaction, 

making the evaluation of the system's effectiveness 

more efficient and user-friendly. 

6. FUTURE SCOPE 

The project advocates for dedicated research efforts 

to delve into the challenges and gaps within phishing 

detection. This involves a comprehensive analysis of 

existing limitations to drive the development of more 

effective countermeasures. Highlighting the role of 

individuals as a vulnerable link, the project 

emphasizes the integration of education into phishing 

countermeasures. Educating users to identify and 

respond to phishing attempts effectively is considered 

a fundamental approach to enhance prevention. The 

project underscores the need to enhance the accuracy 

of phishing detection [32, 34, 37] by continually 

updating and expanding lists of known phishing 

websites. This continuous development ensures that 

detection mechanisms stay up-to-date with the 

evolving landscape of phishing. Recognizing the 

dynamic nature of phishing tactics, the project 

advocates for the exploration and development of 

new techniques and approaches. This proactive 

approach aims to anticipate and effectively detect 

emerging phishing tactics and strategies. The project 

promotes the integration of advanced technologies, 

such as artificial intelligence and machine learning, to 

bolster the effectiveness of phishing detection 
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systems. These technologies can offer more 

sophisticated and adaptive detection capabilities. The 

project calls for the evaluation and improvement of 

existing detection methods using larger and more 

diverse datasets. This approach ensures that the 

detection methods are thoroughly tested and validated 

under varied real-world conditions, enhancing their 

overall effectiveness and applicability. 
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